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Aims....

* To consider what children and young
people are actually doing online

* To explore some of the issues surrounding
e-safety — risks and benefits — the different
types of risk...

* To provide some possible solutions




“There are three
ways to get
something done; do
it yourself, hire
someone

or forbid your kids
to do it”

Mona Crane




What Is e-Safety?

e-Safety = keeping our children safe online

e-Safety = not about restricting them but educating
them

e-Safety = being educated ourselves how to help

Q= What is the Digital Divide?




Where's Klaus

https://www.youtube.com/watch?v=14GKXsAOYZE



https://www.youtube.com/watch?v=i4GKXsAOYZE

How much do you know?

Can it be a criminal offence to send someone a
threatening message?

How old should you be to have a Facebook
account?

What does “POS” mean?

1 in ? Children have met someone face to face
that they met online?




How do we use the internet?

What are the benefits? What are the risks?
* Global Content

* Learning

* Fun! Contact

« Communication

* Friendships and
Community

« Accessible 24/7 and quick!

Conduct



? CEOP and the VGT ceoe

TASKIORCE

« The Child Exploitation and Online Protection
Centre (CEOP) was set up in April 2006 to protect
children from online sexual exploitation:

www.thinkuknow.co.uk
"\ Ceo p.pnlice.uk_;.

« CEOP’s Report Abuse button has received over
45,000 reports

« CEOP works as part of the Virtual Global
Taskforce (VGT)



http://www.thinkuknow.co.uk/

C9Beatbullying

CEOP
Your advice, help and report centre...

CEOP Home - Safety Centre Need immediate
help?

Do you need immediate help ar
have a real emergency? If so call
993 or contact your local police
here:

In England or Wales
In Northern Ireland
In Scotland

'\\ —¢ When should | report to
’ A CEOP?
2 = We help children stay safe
( Get help if you are... == online. Has someone acted
NN - inappropriately towards you

online, or to a child or young
person you know? It may be
sexual chat, being asked to do
something that makes you feel
uncomfortable or someone being
insistent on meeting up. You can
report it to us below.

323 Make a CEOP report

Other people who can help

For advice and to seek help on a
range of issues, from hacking to
cyberbullying, click here.

U

CEOP i5 8 MEmMDbDer Of L oe s o s saer



What are children doing on the Web?

Blogging

Sharing music
Social networking
Gaming
Messaging

(‘ nc‘.rpl ‘ :
Commenting on others’ sites s, s - oo

Personalising their own page
And more...




Social Networking

SN Sites are the 2"d biggest area where
CEOP receives abuse reports (22%) facebook

It's essential for parents to understand how to
use them safely as banning them doesn't
always work!

86% of children aged 9 -19 year olds use SN
sites

43% of 8 to 12 year olds claim to have a
profile online

Currently 25% of 8-12 year olds have their <l
profiles public




Putting together a Jigsaw...

https://www.youtube.com/watch?v= o8auwnJtgE



https://www.youtube.com/watch?v=_o8auwnJtqE

Is my child too young to have a social
media account?

* Help set up their profile safely
« Add your email as the main contact (if possible)

 Set the privacy settings to “friends” only and ensure they are children
you know

* Discuss the possible risks and boundaries

* Check in, discuss the risks and keep updated

\ fﬁ'erﬁ'é me on - o
faceboOk




Facebook bully jailed: Death

threat girl, 18, is first person '
put behind bars for vicious U I Iyl ng

internet campaign

By LUKE SALKELD . . ..
Last updated at 9-44 PM on 21st August 2009 Maidstone message bully given restraining order

C? Comments (94)|F1 Add to My Stories El E B

KEMT MEWS: Atextthug has heen slapped with a
| restraining order after pleading guilty to harassing a
| teenage girl.

A teenager who posted a death
threat on Facebook. yesterday
became the first person in Britain to
be jailed for bullying on a social

networking site Danielle Smith, 18, of Square Hill Road, Maidstone, sent
a number of threatening mobile phone messages {0 her
17-year victim between Saturday, May 15 and Saturday,
June 26 this year.

Keeley Houghton. 18. said she
would kill Emily Moore. whom she
had bullied for four years since
they were at school together

-|| She also sent messages to friends and associates on an online social

On her personal page. Houghton ; _ ; i
media netwark, knowing that the information would be passed on.

wrote of her victim: 'Keeley is going
to murder the bitch. She is an '
actress. What a ****** |iperty. Emily |}
****head Moore.'

The bully was sentenced at Mid Kent Magistrates Court on Monday, August 2.

She was sentenced to a £50 deduction in benefits and given a community
arder of 12 hours at an Attendance Centre.

Two days before she made the
threat. Houghton had intimidated
Emily. who is also 18, after spotting

L . o i [ W ini i i i W R
her in a pub N | Shewas also given a one-year restraining order and ardered to pay £50

| | costs.
Sara Stock, prosecuting, told
Worcester magistrates: 'When
Emily was sitting on her own the
defendant came over and sat next
to her and asked her. "Are you
Emily Moore? Can | have a
huggle?" Emily told the defendant
to leave her alone otherwise she
would call the police. Keeley then
told her. "I'll give you something to

Lgh legp® 1 Sag Rt C gtotlily  gapbe

POSTED: 10/08/2010 13:25:42



What's the biggest risk...

...that’ll you only think of the
risks and forget the benefits!



“ Everything that's already in the world when you're
born is just normal...

Anything that gets invented between then and
before you turn thirty is incredibly exciting and
creative and with any luck you can make a career
out of it...

Anything that gets invented after you're thirty Is
against the natural order of things and the
beginning of the end of civilization as we know It
until it's been around for about ten years when it
gradually turns out to be alright really”

Douglas Adams




Follow the

Ground Rules
Online Safety

Location

Dialogue

en Rules



Parental Controls /8

« Can help:
« Block sites that are not age appropriate
* limit inappropriate and illegal material
« Set timings — automatic switch off at bedtime
« Monitor activity

* Apply to laptops, computers, mobile phones and
games consoles

 Examples include Net Nanny, K9, Windows,
Open DNS and more...

« But remember no filtering or control is 100%




Always Consider 9 ‘@-

? ™ ORLD PN
Do you know ) | - WAR(RAFT
—How these sites or technologies
work? (M Tube
—Is there a section for L=
parents/carers? 2y
—How do you report a problem? Wf'\
—Can it be made private? Ccons
—Is there parental controls? I-| FE




Where can | go for more help?

o

“Scott’s implementing Parental

Controls on the computer.”




www.thinkuknow.co.uk/parents

Password: Sign In

I

ES \\/cicome to the parents section of
a Thinkuknow! THINK
. Uil

Internet Safety Tips

Supporing ot Use The internet is such an integral pa_rt of children'_s lives thesg_ KNOW

days. It opens up so many educational and social opportunities, ok nsrrgrrares
Further Support giving them access to, quite literally, a world of information and /
Where's KLAUS? experiences.

Whether on a computer at school, a laptop at home, a games console or mobile phone, children and young people are
increasingly accessing the internet whenever they can and wherever they are.

REPORT As you would protect your child in the real world, you will want to make sure that they are safe whatever they are doing.
ABUSE Like learning to cross the road, online safety skills are skills for life. If your child understands the risks and can make
sensible and informed choices online, they can get the most from the internet and stay safe whilst doing so — particularly

from those people who might seek them out to harm them.

What is Thinkuknow? So, how can you protect your child online?
Thinkuknow is an education initiative The answer is simple. If you understand the internet and understand what the risks are, there are a number of things you
by the Child Exploitation and Online can do that will make your child safer online_..

Protection (CEOP) Centre - the UK's
national law enforcement agency
that focuses on tackiing the sexual
abuse of children.

Frequently Asked Questions (Everything you wanted to know but were afraid to ask)

If you do have any thoughts on how
we can improve this site please get
intouch and let us know. Email us at
education@ceop.gov.uk
SOCIAL
GROOMING MOBILES NETWORKING CHAT



http://www.thinkuknow.co.uk/parents

"Hector Protector” .

www.thinkuknow.co.uk/5 7/hectorsworld/safetybutton.aspx

Well done!!! I'll keep the screen covered until an adult can come and help you.
Rewmewber, I'll always be here to help when you need we.

__ NetSafe @

# Close Hector™ The Taternet
www.netsafe.org.nz



http://www.thinkuknow.co.uk/5_7/hectorsworld/safetybutton.aspx

WWW.Chiidnet.com

22nd May 2008

L Childnet

—* International
: PROJECTS : SAFETY : LINKS : PUBLICATIONS : YOUNG PEOPLE : SUPPORT : ORDER

(\) Childnet

“# International

Welcome to Childnet International, a non-profit
organisation working with others to “help make
the Internet a great and safe place for children™.
This website gives news and background to Childnet's

work and serves as a portal to Childnet's award-winning
projects... [MORE]

3 REPORT ABUSE

Find out how you can Many places handle reports
support Childnet’s vital of online child abuse ...
work ... [MORE] [MORE]

u INTERNATIONAL CHILD-TECH NEWS from Childnet partner Net Family News

in social networkina Two new WA sites for kids & wouth Nisnev.ru & nther Russian sites

30 November 2007 - o R Cyberbullying film
Childnet responds to available now. Fallow
the Byron Review this link to see new film
Call for Evidence on for schoals:

Children and New )

Technology. [MORE]

QeAIAU'S PARENTS'
SvoRM SUPPOR]

Childnet International is registered as a charity in the UK no. 1080173



http://www.childnet.com/

/page/Ttitle=Internet+ Safety&pid=20
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nternet Safety

Internet Safety

Theinternct has changed all of our Livas, particularly cur children’s. For parents and carers this cpens up

2 whole new warld of things to be awars of. For many of us, this can all be a bt too much

You might be struggling to keep up with the things your child is doing onling, you might wonder whather
what they are doing is safa, and you might also be thinking how can | bz os good c parant online as Il am

offline?
This part of cur website aims to maka online parenting simple and giva you practical tips and guidance

Wae hold ragular onling safety informaticn sessions for parents. Please click the 'Need halp or advice' tab
if you need support or contact Mrs Holman as Onling Safety Leader at Locse. We have placed scme

useful weblinks on this section of the website and some facisheats balow.

' Google M Loose @@ Dancing Queen - ABBAY...

Digital Leaders

Need help or advice?

Safer Internet Day

Think You Know

Useful websites

http://www.loose-primary kent.sch.uk/page/Ztitle=Pupil+ Zone&ipid=36

REPORT

File Edit View
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www.getsafeonline.org

GET Get Safe Online
ONLINE Free expert advice

Link to us

I am looking for Search

Knowledgebase Glossary Press Sponsors

Get Safe Online

a joint initiative between the Government, law enforcement,
leading businesses and the public sector. Our aim is to provide
computer users and small businesses with free, independent,
user-friendly advice that will allow them to use the internet
confidently, safely and securely.

Your Questions, Answered

o Watch videos

° Where do | get alerts?

Sponsors

(] Smartphone security tips
° How do | protect my PC?

o What are the risks? ° | need more detailed advice
° Avoid online rip-offs ° Help me stop identity theft

If you do nothing else,
read this simple,
easy to understand
beginners guide.

© Read the guide

Mobile phones. especially smart
phones are at risk.
How to be safe when
you are on the mave.

© Learn more

st
ryri
Avoid online rip-offs. = Don't score a home goal .. !
How to protect your identity. + Scam callers using the Microsaft

How to protect your PC.
Understand the risks.

name
* Fake Volcanic Ash Email Warning

© View all videos © Find more posts



http://www.getsafeonline.org/

Summary

Talk to you child: Get involved and learn together. Make
sure they know they can come to you if they are worried

Use parental controls and tools to help but don’t rely on
them 100%

Have family rules/boundaries for safer use e.g. who to
add as friends and privacy settings

Use support from the school, useful websites and other
parents

“Technology literate” + “life literate” = Safer Children



